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Anti-Virus Lab

¥ Key Requirements
= Should not spread contamination
= Should be easy to revert to clean state

1 Support storage and exchange of
malware
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Procedures for handling malware

% Restrict access
# Save only disassembled files
# Rename file extensions
= Protect against accidental double click
* Zip/compress and password protect
= Protects against misappropriation
# Be cautious about exchanging malware
= Preferably - Avoid sending malware
* Send zip/password files, with notes of caution

Lab Alternatives

% Physically separate machines and network
+ Prevents accidental spread
= Difficult fo setup and tear down
= Difficulty in accessing outside information during
analysis
% Logically separate machines and hetwork
= Using virtualization technologies
+ Easy to setup and tear down
= Must adhere to procedures to secure against
accidental spread
= Can create a sense of complacency

Example: Virtual Machines
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VMWare

¥ Runs multiple operating systems
simultaneously

¥ Creates network between host and
guest systems

Guest OS Guest OS
(Windows 2000) (Red Hat Linux)

Host Operating System

VMWare

®¥ Snapshot
# Can save copy of good state
¥ Self-contained files

= Can transfer virtual machines to other
PCs

#.vmx - configuration file
= .vmdk - image of hard disk

Virtualization Technologies

¥ Virtualizing a single host
= VMWare (www.vmware.com)
= USD 200/user
= Virtual PC (Microsoft)
= USD 129/user
# Bochs (bochs.sourceforge.net)
= Free. Emulates in software.
% Virtualizing a network
= DETER/Emulab (www.isi.edu/deter)
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Attacking VMWare

¥ Detecting VMWare
= Emulator remnants
= Registry keys
= Directories/files
= Abnormalities
= Predetermined hardware info
* Possibly incorrectly emulated ports

Attacking VMWare

W Retaliation
7 Act benign

= Communicate with VMWare
= Enable/disable virtual devices

= Spread to host (not yet seen)

Malware Analysis Process

Reset Lab Environment

Static A¢nalysis
Set up network observation tools

Set up process (j'bservation tools

/ Run program —_—

Observe process actions Observe network traffic

. . . Identify services requested
Create/revise client on Linux '
Create DNS tables

Run client Run services on Linux
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Static Analysis Tools

% BinText (www.foundstone.com)
= Extracts strings from code
= Free

¥ IDA Pro (www.DataRescue.Com)
# Disassembler
= USD 399/user

¥ UPX (upx.sourceforge.net)
= UPX compression/decompression
+ Free

# MD5 Checksum

BinText

¥ Extracts strings from executables
® Reveals clues:
# IRC Commands, SMTP commands, registry

keys
Flepos | Mempos [ID | Text |
AUOD0S23]  0040SEST O SOFTWARE \MictosoftWWindows\CurreniVersion'Fiun
A00002CT ODA0SECT 0 RegisterServicePracess
AUOOOS2DE OD40SEDS O KERNEL32
AOOOOI2ES ODMDSEE4 0 NICK 55
ACOOOGZEE  DD4OSGEE O PONG -%s
AUOOOSFS ODSOSGFY O PART %5 :%s
AOOOG307  DD4OSTOF O OUIT s _|
ADOOOZ312 0DMOS71Z 0 JOMN%s
AONUIIC DOADSTIC O USER %s ¥s %s %s
AUOOOZ3ZF  ODMOS7EF O PASS %s

IDA

Jtest:
Jtest:
Jtest:
Stext:
_text:
| text:
text:
Jtext:
bext:
bext:

Pro

color-coded

veNETADY
HONETADS
vONETADE
LT B
eeud14DC
Pou14DE
PONR1NED
RRERINES
NALNILESR
NALNILED

push
push
push
push
push
push
noy

push
call
noy

L]
sun
3
L]

1

aoeaoeaon

eax, [ebprarg 4]
duard prr [eax]
CreateFiled
e, vax

# Disassembles executables into assembly
instructions

+ Easy-to-use interface
= Separates subroutines, creates variable names,

hienplaterile [=]
duF lagsAndAttributes
dutreationbisposition

1 lpSecurityattributes
i duShareMode
1 dubesirediccess

1pFileHame
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UPX Decompression

® Executable packer commonly used by
virus writers
¥ Can compress wide range of files
+ Windows PE executables, DOS
executables, DOS COM files, and many
more
# To unpack:

rupx.exe -d -o dest.exe
source.exe

Process Observation Tools

* Process Explorer # Regshot
= Monitor processes = Take shapshot of
registry and files
% FileMon # ProcDump
= Monitor file operations = Dump code from
memory
¥ RegMo
gMon ) « OllyDbg
+ Monitor operations on
registry + Debugger

Process Explorer

# Real-time monitoring

# Reports process name & id; Useful as filter
with other tools

# Processes highlight in green when created
# Freely available from www.SysInternals.com

Process FID CPU | Deseri Owner Session Handles | Windo.
pocespexe 2972 0 Sysintern.. ORBITAL\Michael 0 w7 Process
issch exe 3880 InstallShi . ORBITAL\Michael 0 14
[ cmd exe 333 2 “Windows . ORBITAL \Michael 0 28 CoAwIND.
@ sointgrexe 3544 0 OREBITAL\Michael 0 17
A PlarPlus.exe 3588 0 PlanPlus f.. ORBITAL\Michael O 1353 PlanPlus..
sofficeewe 3640 0O ORBITAL\Michael 0 298 StarDffic..
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FileMon

% Records all file accesses

% Freely available from
www.SysInternals.com

= | Tmo
20730 111216PM
FerElRRFAT )
JTR2 1216 PM
23733 111216FM g olfn e
ZUTH 26 PM e ohos e
ZHT5 111216FM g olfn e
JUTE 111216 PM 2R roltce eee

Fesul Othes -
2. SUCCESS  Offser 76904 Length: &
SUCCESS  Offest TRH1E Largth 4
£72, SUCCESS  (ffset PE52% Lengih 20
SUCCESS  Offcet 76512 Length 4
MAETZ . SUCCESS  Oisek TES00 Length €
SUCCESS  Offcet 76345 Length &
2 SUCCESS  Oifser TE958 Lengih 4 o

RegMon

# Records all registry accesses
¥ Freely available from

www.SysInternals.com
4 Time: Process Reguest Path Resut | Other el
6 SEFET Y eplesen] . Qs  HELMASTSTEM\CureniConbolSel\Se.. SUCLE.. "S5 2552
TNT OSEETERD ) mqhoie son ] Closelep HELMASYS TEM\CumendConbselSal\Se. . SUCTE
T8 SEEDTES Y eplee sl () 3 HELMASTSTEM\CumeniConbsolSal\Se . SUCCE | Accesy (e
2919 SBE0BANE Y epleeese]  Quentsle  HKLMASTSTEM\CumentConbolSel\Se  SUCCE | ()
2920 SEEM02R Y eplweews] Quentslee  HELMASYSTEM\CumerntConbciSer\Se.. MOTFD.

2921 506011953 W esploecewe] . Closekey  HELMASYSTEM\CunentContctSefiSe.. SUCCE, w

RegShot

* Records modifications to registry and file
system

# Does not detect read attempts
®* Freely available from regshot.yeah.net
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ProcDump

% Dumps process’' code from memory
# Useful for polymorphic viruses

OllyDbg

# Breakpoints

# Attach to process

®# Can manipulate memory and registers

# Freely available at home.t-online.de/home/OllyDbg

+ CTOE_4440400| HOY TWORD FTR DS [4843441, 44 &
T dhoa PN @ = a2
Do i | P
L émos FUSH 5
T FUSH @
D da o e
L ooooon | Pura s
D gBaE oC 0N} [ERSC, DWORD FTR 53 [EEFeC]
. FE3 FUSH DWleD PTR D) [ERH)
1O I |G LWL BRI, Crantar | LaR)
. T PR 0L, B
. Enoe FUSH @
L& BUsM EDL
DL 01PN |CRLL LN BKISPELIE, (R | LeSize
] UGN @
- A FUSH B

;;
1
g!
a2
i

Network Observation Tools

& TCPView
1 Displays open network ports
¥ TDIMon
# Monitors network activity
% Ethereal
# Packet sniffer
 Short
* Packet sniffer
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TCPView

# Displays all open TCP and UDP endpoints
# Also displays process name
# Freely available from www.SysInternals.com

Process 7 Pr Local Address Remote Address | State )
& iexplore.exe:3612  TCP 127350742450 B6.35.25062:80 ESTABLISHED
& iexplore.exe:3612 TCP 127350.74:2451  B6.35.25055:80 ESTABLISHED
& iexplore.exe:3612 TCP 127350.74:2452  66.35.25055:80 ESTABLISHED
@ iexploreexer3612 TCP 127350742453 66.35.25055:80  ESTABLISHED
& iexploicexer3612  TCP 1273.50.74:2454  66.35.25055:80  ESTABLISHED |+

TDIMon

# Logs all network activity
# Does not log packet contents
# Freely available from

www.SysInternals.com

Fequest [ Local [ Remote [ Result -

TDI_ACCEPT TCP0.0.0.0:2745 192168.110131:1027  SUCCESS

TDI_EVENT_RECEINE TCP0.0.0.0:2745 192 168.110131:1027  SUCCESS

IRP_tJ_CREATE TCP:Connection obj SUCCESS

TDI_ASSOCIATE_ADDRESS TCP:Connection abj success —

TDI_EVENT_RECEIVE TCPO.0.0.0:2745 192168.110.131:1027  SUCCESS

TDI_SEND TCP0.0.0.0:2745 192168.110131:1027  SUCCESS

TDI EVENT DISCONMECT  TCPO0.0.0:2745 192168110131 WDZIT SLIEEEES_'LI
4 L4

Ethereal

# Captures and displays packet contents
# Freely available from www.ethereal.com

- ]
‘Snurca |Destmaunn ‘Jmtncnl ‘\n(n
To7. 106, II0- 15T — T97. 108, II0. T TOF T

152.168.110.129 192.168.110,131 2745 > 102
152.168.110.131  192.168.110.12% TCP 1027 » 274
| —— =

0000 00 OC 29 53 ée 1cC 08 00 437 =
0010 00 3¢ 4d 1b 40 aB Ge 83 0 »
0020 6e 81 04 03 0Oa da 6f ee B0 =
0030 16 d0 49 2e 00 0l 2e b2 00 »
0040 00 00 43 ff ff -
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Snort

# Captures and displays packets
¥ Usage: snort -vd | tee snort.out
# Sample packet

04/18-06:22:39.994551 192.168.157.128:1078 -> 192.168.157.129:2745
TCP TTL 64 TOS:0X0 ID:26366 IpLen:20 DomLen:&0 DF

““““““ Seq: OXE721014 Ack: 0xD39BB7O06 Wwin: Ox16D0 TcplLen: 32
TCR Dptmns (3) => MOP NOP TS: 163828 16069

43 FF FF FF FF FF FF FF (=P

A = Acknowledgement R = Reset connection
P = Push data F = Finish
S = Synchronize

Summary

# Creating an AV Lab

= Virtual environment

# Procedures for handling malware
% Virus Analysis Process
% Tools

7 Static Analysis

+ Process Observation

= Network Observation
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