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Malware Analysis Techniques:
< Advanced

# Client-Server Interaction

Debugging the Backdoor

¥ Locate the Backdoor

¥ Set Breakpoints

# Prepare Client

¥ Run Worm in Debugger
¥ Run Client
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Locate the Backdoor

# Use IDAPro's "Jump To function...” option
to find functions of interest
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Locate the Backdoor

# Look for network-related functions

Lre 170 of 152

Locate the Backdoor

* Use "Jump to xref o operand..” to find
calls to the selected function
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Locate the Backdoor

¥ Make note of the function call addresses

SLEAL.BuauL LY pusn raa , wur
* .text:0B4B212E push [ebp+s] ;s

° .text:p04862131 call recu

* .text:0e402136 test fax, eax

B T ey i Untitled - Notepad _ (o) || »ez16n

| Eext: daus2] File Edt Format Help arg €]

* .text:0e482°

al
[Calls to recv: [ noz1un
00402008 I
00402131

* _text:00482-
* .text:00462°
.text:004682°

o |

Set Breakpoints

# Locate the function calls in OllyDbg using
"Go to Expression”
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Set Breakpoints

# Press F2 to set a breakpoint

OllyDby - mabware.eze - [CPU - main thread, module malware ]
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Prepare Client

# Retrieve IP address of infected machine

Prepare Client

# Configure port number & IP address in
client

Sending Data to Worm

# Run the worm and client
# Send input to worm

1OOIERIDC A0S MOmi g

File Ect Seftings  Help
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Debugging

# Make note of how the worm processes the
input

640252

a2
[nr91
Lrund.004524A8

[Sgoker
olasesacket

CALL Lrund. GBdai3E7
= SES TWOED BTR [5: [4REZRE]
| Stack Ot (B159FFR

Debugging

# Control the flow of the worm by modifying
register and flag values

poaSzadk s
I

Debugging

¥ Press F7 to execute one instruction

#Press F8 to execute a function,
without entering it

# Press CTRL+F9 to jump fo end of
current function
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Debugging

¥ First 8 bytes are read

. EZ 10260868 CALL <JMP.8wsock 32, recul
2ECA TEST EAX,EAX
- 7E 1E JLE SHORT irund.BB402102
. 2BEDZ SLUE EEX, Ef
8B5S ac Hou EDK OWORD PTR S55: CEBP+C]
EBlZ HOU EDX, DWORD PTR DS: CEDHI
L AR ELSH A
Address |Hew dumg Tnectr 1
AL2IFEFC[ 41 42 43 4445 46 47 44
Q1Z9FFE4| 54 FE 29 81908 RS 13 O
% First four bytes must be
 0x43 FF FF FF
teett)| Sk ;
Saanta
[ESI*I].BFF
e
T3 D - TCOr -v' Rrg2
LISH DUJDRD PTR S : [EBP+81 [ﬂrgl
CALL_irund,B8402408 irund. Ba4624AE
JMP SHORT n-vln4 BE4EZIZE
JMP SHORT n4. ga482940
JHMP SHORT Lrur\4 BA4E2943
N FTE 2 [FEF+R] ' ket
Stack DS:[BHBFFHB] 41 (A"

Debugging

¥ 9th byte is read

Fusn Ens Burrer
PUSH DNGRD PTR S5: [EBP+21 Socket
CALL <P, twsock32. recu> recy
TEST EAX,EAR

JLE SHORT irund. po4o2102

i Enx DWORD PTR £5: LEBP+CI
HOU EDI, DWORD FTR DS: CEOR1
FUSH _E}

LER ERX*DNORD PTR 55: [EBF-881

EN PTR S2:[EEP:C]

Address |Hex dum

€11BFDrC| 28 85 13 og| 18 o
o1 1RERLA

ASCIL

BLIBEDZAl 49 5 ko 7[00 B3 FS ool [Vou ey
@ i3 ol |Bel. 100
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Debugging

¥ 9t byte is compared to 0x0 and 0xOB
* Must be greater than 0x0

= Must be less to OxOB

[Real
Lrand. BE4E13FE

£ BnTE P

HOR ABZEES
2 BUTE iR L TERee lsz1,08
T irund. BBAEZEET
B2590

s FFFF
o ggan REFEFFEF
ca4n2245|| 1 8RO REFEFFFF

>v59 Fooson || TP Lpund. 0a
frs = BEEEEEEC
% Arad = QERGEHEE
2 B Dogs - FRPRRRAL

Debugging

#Up to 200 bytes are read or until 0x0
is read

! ERi Buffer
. FF?S =3 PUSH OUORD FTR S5 [EEP*S] lSuckEt
« ES CE1FAAGE CALL <JI’1P Bwsock32.recu’ recy
! TEST _EAX, A
W~ TE 3 JLE SHORT irund, 8G;
18648 14 Rl £ DUORD PR S5 tEsPa1)
. 3845 FF Che BYTE PTR S
7S B JHZ SHORT 1run4 52482144
3 81 i 8L, 1
» BEEE GC HMOU EOX, DUORD FTR S5: [EBP+C1
&Bi2 MOW ED, DWORD PTR DSz [EDH]
& oa PUSH &
&A 81 FUSH 1
8045 FF LEA Efix, DUDRD PTR S5: [EBP-11
. EQ PUSH EAY
.« FF75 60 PUSH DWORD PTR S5: [EEBP+C]
1 FFS2 18 CALL DUORD PTR DS: CEDX+(21
FUSH DWORD PTR S8: [EEF+CI [Rrgl
£ 3orzrrrF || CACL (vuns.oadais irun4, B84a1398
CHP_EA=, OWORD PTR S5: [EBP+181
~ HORT irund. G4
VEB At 1P SHORT Lrund. Gadez1
» 2EDE TEST EBR,EER
74 B LiE SHDHT irund. 88482126
L3 S Foy F:
+[B1IAFOF31=4A (7 ')

Debugging

# Address 0x004025A8 calls a function that
hashes previously read bytes

# If hash value is incorrect, connection
closes

FUSH EAM

EZ BCFEFFFF | CALL irund.@@4a2464

SBBS 846848688 | CHP_EAX, DWORD FTR DS E486884]
o JE SHORT irund. BR4a2

.vE9 DBB2BBBB JMP irund. BE462598

FC CLD
20eD S?FFFFFF LEA EDI,DWORD PTR SS:[EBFP-C9]
Hoy_Fi

4
BE4E25BEH
BE4E25B5
88482586

DS EBB4BSBB4]-QCB2BQC4
ERX=CEZS8EAE
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Debugging

% Beagle responds with 8 byte sequence
if hash value is correct

10U EFK, DUORD_FTR DS3 4360501

. AL aBEO4omE
Lo o Dquu PTR ES: [EDI
L ER o Flags = @0
. £ o3 DataSize = &
. EBoE a7rrFrEF| LER ER, DUORD PTR S8t [EEP-C9) B
lata
USH DWOED PTR 551 [EBF+01 Sacket
send

. FF?S ag Pl
. E3 ZD1B6000 | CALL <JHP.lwsook2Z. s
- B0B0 AEFEFFFF | CIIF BUTE PTA S5+ [EEP 1521 2

Debugging

& 9% byte is used as option number
# Option nhumbers are 2, 3, 4, 8, and 10

HdaUZSUS | . FE | socket
et I send
. 898D AEFEFFF
oodazsez] .pa o0
. BPBS Db on
> &R @e OrgS = BOEGOEGHA
ER frgd = BOGGEEGY
ER_B4 Args = BOBEOEGY
. FF75 Bc FUSH DWORD PTR $8:[EBF+C] Araz
Ti SH DUORD PTR_S51 [E6R+81 FArgl
Lrun4, @B4820RS

. FF7S @2 i
. EZ H3FAFFFF EHLL irung, @l
DL ERiLE

Exercise

# How does Beagle.J behave with option
numbers 2, 3, 4, 8, 10?

¥ Why is Beagle.J contacting websites?

# What's a/the password for the
backdoor?
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Summary

# Analyzing backdoor opened by virus

# Need to work on both sides: Client and
server

+ Locate backdoor
# Create client to connect to backdoor

# Use debugger
# to trap connection
* trace execution
= alter execution
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