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Techniques, Tools, and Research Issues

Part IV: Analysis Techniques - Advanced

Malware Analysis Techniques: 
Advanced

Client-Server Interaction

Debugging the Backdoor

Locate the Backdoor
Set Breakpoints
Prepare Client
Run Worm in Debugger
Run Client
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Locate the Backdoor

Use IDAPro’s “Jump To function…” option 
to find functions of interest

Locate the Backdoor

Look for network-related functions

Locate the Backdoor

Use “Jump to xref to operand…” to find 
calls to the selected function
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Locate the Backdoor

Make note of the function call addresses

Set Breakpoints

Locate the function calls in OllyDbg using 
“Go to Expression”

Set Breakpoints

Press F2 to set a breakpoint
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Prepare Client

Retrieve IP address of infected machine

Prepare Client

Configure port number & IP address in 
client

Sending Data to Worm

Run the worm and client
Send input to worm
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Debugging

Make note of how the worm processes the 
input

Debugging

Control the flow of the worm by modifying 
register and flag values

Debugging

Press F7 to execute one instruction
Press F8 to execute a function, 
without entering it
Press CTRL+F9 to jump to end of 
current function
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Debugging

First 8 bytes are read

Debugging

First four bytes must be
0x43 FF FF FF

Debugging

9th byte is read
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Debugging

9th byte is compared to 0x0 and 0x0B
Must be greater than 0x0
Must be less to 0x0B

Debugging

Up to 200 bytes are read or until 0x0 
is read

Debugging

Address 0x004025A8 calls a function that 
hashes previously read bytes
If hash value is incorrect, connection 
closes
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Debugging

Beagle responds with 8 byte sequence 
if hash value is correct

Debugging

9th byte is used as option number
Option numbers are 2, 3, 4, 8, and 10 

Exercise

How does Beagle.J behave with option 
numbers 2, 3, 4, 8, 10?
Why is Beagle.J contacting websites?
What’s a/the password for the 
backdoor?
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Summary

Analyzing backdoor opened by virus
Need to work on both sides: Client and 
server
Locate backdoor
Create client to connect to backdoor
Use debugger

to trap connection
trace execution
alter execution


